
INTUITIVE USABILITY 
Impro Technologies’ Primo is designed 
with usability in mind. The wizards 
guide users through every step of the 
configuration and onboarding workflows, 
making the software easy to master and 
a pleasure to use.

CUSTOMISABLE SET-UP 
Primo allows users to change how they 
see and interact with their access control 
data. Operators can change table views 
so that they always see only what is most 
relevant in any view. All information can 
then be downloaded in the form of a 
report. Users have the power to create 
customised credential holder types, with 
unique attributes for each vertical. Primo 
thus adapts neatly and comfortably to 
each user’s bespoke requirements.

SCALABILITY 
Primo is the ideal access control solution 
for small to medium enterprises, fitting 
in effortlessly with operations across 
systems ranging from one to 100 
doors. It also grows and adapts to suit 
your business’s changing needs. You 
can start small and then grow your 
systems and integrations over time. The 
software provides a free application 
programming interface (API) to facilitate 

simple integration into other systems and 
services.

FULL OFF-LINE VALIDATION 
Impro Technologies’ Primo provides 
full redundancy and peace of mind by 
allowing uninterrupted validation and 
access control, even when door controllers 
go offline. During online operations, 
Primo’s system controllers transfer their 
decision-making information to door 
controllers. This means that when door 
controllers go offline, they can validate 
credential holders independently until the 
network recovers.

FLEXIBLE HARDWARE ARCHITECTURES 
Primo supports both clustering and 
distributed models of door management. 
Clustering is a centralised access control 
system in which doors are all managed 
at a central point. A distributed model 
involves the installation of Impro’s iTRT2 
controllers at each door. Choose the 
option that works best for you.

MOBILE ACCESS & BIOMETRICS 
Impro Technologies’ Primo works 
seamlessly with mobile access and 
biometric hardware. It supports HID Mobile 
Access, finger and face biometrics with 
Idemia, Control ID and Hikvision.

WHO SHOULD USE 
PRIMO? 
 
Primo is ideally suited for 
small to medium businesses 
with less than 100 doors.

PRODUCT FEATURES:
•	 Web-based
•	 Intuitive UX
•	 Customisable
•	 Scalable
•	 Security
•	 Off-line validation
•	 Mobile access
•	 Biometrics
•	 Flexible architecture
•	 Notifications
•	 Dashboards and Widgets
•	 Analytics
•	 Relationship-based 

access control

Forthcoming Features:
•	 Floor plans

PRIMO
SOFTWARE  

The next level of Access Control

SECURE:  Developed from the ground up to provide security and privacy

CONTROL:  Local or remote multi-site management from one central 
platform

INTUITIVE:  Easy-to-use interface with convenient wizards and context-
sensitive help guides

CUSTOMISABLE:  User-defined views and reports

SCALABLE:  Designed with the future in mind, allowing for growth and 
integration

IMPRO TECHNOLOGIES



SPECIFICATIONS
PRIMO IMPRO 

TECHNOLOGIES

PRIMO
2025.1

Ideal for new 
installations

Perfect for existing 
installations

ACCESS
PORTAL

BASIC
V5.x

INTEGRATIONS
API
Idemia Biometrics
Control-ID Biometrics
Aperio Locks/Ip Hub (Enterprise Controller Required)
HID Mobile Access
STiD Mobile
Hikvision Facial
Suprema  Facial
HARDWARE SUPPORT
Distributed Controller
Cluster Controller
Enterprise Controller
Impro OSDP Readers (MDR-SE)
Impro Wiegand Readers (MDR & MDR-SE Variants)
Idemia Facial, Wave And Fingerprint Readers
Control-ID Facial And Fingerprint Readers
Hikvision Facial Readers
Suprema Facial Readers
SOFTWARE FEATURES
Single Site Management
Multi-Site Management
Operator Security
Enrolment
Custom Credential Holder Types
Custom Fields
Credential Holder Import
Access Groups, Areas & Access Time Patterns
Anti-Pass Back & Zone Routing
Door Management
Device Time Patterns
Transaction Monitoring
Alarm Monitoring
Hardware Monitoring
Translations
Audit log
Mass Assignment
Presets
REPORTS
Data Export From Every User View/Table
Dedicated Reports
Person/Asset Report
Absenteeism Report
Hours Worked Report
Zone Occupancy Report
Expired Credentials Report
Transaction Report
Areas Report
Holiday Report
Audit Report
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LIMITS
PRIMO

*Higher limit when enterprise controller in use
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REQUIREMENTS
PRIMO

HARDWARE MINIMUM REQUIREMENTS
Primo Server
Intel Xeon 3.2 GHz Processor or Equivalent
4 Core CPU
16 GB RAM
120 GB available disk space
Alternative: Virtual Server Environments Supported

NOTE:
•	 It is highly recommended to have separate servers for SQL database and the Primo Software.
•	 The above server specification is suitable for both the SQL database server and the Primo software server.
•	 These specifications will need to scale for larger systems.

Primo Client
Core i3 2.4GHz
8 GB RAM
10 GB available disk space
USB 2.0 Port(s) (if MDE Card reader and/or Biometric Enrolment devices are used)
Screen resolution of 1920 x 1080
Webcam for facial enrolment and crendential holder image enrolment

SOFTWARE MINIMUM REQUIREMENTS
Primo Server
Microsoft Windows 10 Professional
Microsoft SQL Server 2019 Express or better
SQL Management Studio v18 or better
Microsoft .NET (Included with Installer)
Local administrator rights

NOTE:
•	 You may use an HTML5 compliant web browser on the same computer running the server application to connect to the Access Portal 

client. When connecting via a remote computer, see the network requirements section below.

Primo Client
Microsoft Windows 10 Professional
HTML5 Compliant Browser (Google Chrome recommended)
Local administrator rights required when printing tags or utilizing USB tag and 
Biometric enrolment devices

NETWORK REQUIREMENTS
Communications
100Mbps Ethernet Network Interface (between Primo Hardware and Server/Clients) LAN, VPN and most properly configured WANs are supported.
Static IP addresses or reserved DHCP addresses are required for all Primo hardware.

NOTE:
•	 While technically possible, Primo hardware connected via the Internet is not supported at this time.

REMOTE CLIENT CONNECTIONS
When using a remote client computer, you must be able to communicate with the server via IP address or DNS name on the assigned TCP Port 
(defaults listed below).

NOTE:
•	 When connecting over a WAN or Internet, via the client connection, you must set up your router to open and forward ports 

appropriately per the chart below. Dynamic DNS for internet connected clients is useful in cases where static IPs are not possible.	

NETWORK PORTS
Primo utilizes both TCP and UDP protocols and requires the following ports be open:

NOTE:
•	 Additional network ports may be required for other integrations not listed here.
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AFTER CONTROLLER ENCRYPTION
PRIMO

PRIMO SERVER

SQL SERVER API (Optional) WEB CLIENT

TCP (1433) 
TLS 1.2 (default : OFF)

TCP (10010 / 443) 
TLS 1.2 (default : ON)

TCP (443) 
HTTPS (default : ON) 
WSS (default : ON)

IMPRO MASTER CONTROLLER

UDP (10002 / 10022) 
AES128 (default : OFF)

Discovery 
TCP & UDP (10500) 
Not encrypted

Aperio Hub 
AH30

RS485 
Not encrypted

Aperio Hub 
AH40

TCP (9999 / 8888) 
TLS 1.2 (default :ON)

OSDP 
Readers

RS485 OSDP 
AES128 (default : ON)

Slave 
Controller

UDP (10008) 
AES128 (default : OFF)

Controller 
ID Reader

TCP (80) 
Not encrypted



Impro Technologies
has over 30 years’ experience 
in the access control industry

HQ tel:   +27 (31) 717 0700
Email:       info@impro.net
Web:         www.impro.net


